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1
Decision/action requested

SA3 is kindly asked to approve the addition of third party UE into Key Issue #2 in TR 33.893.
2
References

[1]
TR 23.700-86
Study on Architecture Enhancement to support Ranging based services and sidelink positioning
[2]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

In TR 23.700-86 [1], there are architecture requirements, key issues and solutions that involve a third UE, e.g.:
Support mechanisms for a UE to assist another UE to perform ranging of a third UE.

Allow ranging service between 2 UEs triggered by and exposed to a third UE.

The Ranging/Sidelink positioning service between 2 Ranging/Sidelink positioning capable UEs may be exposed to a third UE to obtain the Ranging/Sidelink positioning information between the 2 UEs.
The following aspects need to be studied for the potential solutions:

-
How to authorize the third UE to consume the Ranging/Sidelink positioning service?

The third party UE is not required to be Ranging/Sidelink positioning capable. 
Etc…….
Although the terms are interchangeable between “Third Party UE” and “Third UE”, they are actually referring to the same entity, which is to be made consistent in the upcoming SA2 meeting.

According to the relevant description in TR 23.700-86 [1], it could be identified that the third party UE is the UE which is allowed to request/obtain ranging measurement of other UEs. It could be e.g. a UE capable of sidelink communication but not capable of Ranging/SL positioning, hence may need assistance of another UE capable of Ranging/SL positioning. From security perspective, whenever a third party UE is involved in the service, the exposure of ranging measurement to the third party UE needs to be authorized, as well as the role of the third party UE.

In current version of TR 33.893 [2], the third party UE is not yet included in the key issue on Authorization for Ranging/Sidelink Positioning Service. Based on the clarification as above, this pCR proposes to add the third party UE in Key Issue #2.
4
Detailed proposal

*************** Start of the Change ****************

5.2
Key Issue #2: Authorization for Ranging/Sidelink Positioning Service
5.2.1
Key issue details

Ranging/Sidelink Positioning Service refers to the determination of the distance between two UEs and/or the direction of one UE, i.e. target UE, from the other one, i.e. reference UE, via direct device connection. Ranging based services can be used in a variety of verticals, such as consumer, smart home, smart city, smart transportation, smart retail, and industry 4.0. However, Ranging/Sidelink Positioning Service is exposed to various potential security threats such as unauthorized access.

To mitigate these security threats, authorization is indispensable. Without proper authorization, unauthorized entities will be able to participate in the position determination or obtain the positioning result, and arbitrarily consume the Ranging/Sidelink Positioning service. Furthermore, if one UE participating in the Ranging/Sidelink Positioning procedure is unauthorized, all the other UEs are subject to active or passive attacks, i.e. DoS attack, traffic analysis, or privacy leakage.

In addition, Solutions #17, #21, and #25 in the TR 23.700-86 [2] also describe the security issue on the support of service authorization, i.e.
Editor's note:
How AMF1 performs service authorization and privacy checking will be developed by SA3. 

Editor's note:
The security issue, e.g. whether the selected assistant UE is allowed to participate the Ranging/Sidelink positioning between UE1 and UE2 is FFS, which will be evaluated by SA3. 

Editor's note:
The security issue, e.g. whether the selected list of network assisted UE is allowed to have the Ranging/SL positioning information of the target UE, is FFS, which will be evaluated in SA WG3.

From the security point of view, the system should be able to store the authorization information and determine whether an entity (a UE or network function or 3rd party server) is authorized to use Ranging/Sidelink Positioning service. Based on the authorization checking, the access to Ranging/Sidelink positioning services can be controlled.

5.2.2
Security threats

An unauthorized UE can claim the role of the target UE, and arbitrarily consume the Ranging/SL positioning services, which may drain the energy of reference UE and invalidate the charging mechanism.
An unauthorized UE can claim the role of the reference UE/assistant UE, which may result in inaccurate position determination or privacy violation.
An unauthorized network function or third party server can obtain the location information by triggering Ranging/SL positioning between the UEs, which may violate the privacy of the UEs involved in the Ranging/SL positioning.
An unauthorized UE can claim the role of third party UE, and arbitrarily consume the Ranging/SL positioning services or obtain the location information between arbitrary UEs, which may violate the privacy of involved UEs, drain the energy of involved UE, or invalidate the charging mechanism.
5.2.3
Potential security requirements

The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE/third party UE in the Ranging/Sidelink Positioning service.

The 5G Ranging/SL positioning system shall be able to support the authorization of a network function for triggering Ranging/Sidelink Positioning services and obtaining the location information.

The 5G Ranging/SL positioning system shall be able to support the authorization of a third party server for triggering Ranging/Sidelink Positioning services and obtaining the location information.
The 5G Ranging/SL positioning system shall be able to support the authorization of a third party UE for triggering Ranging/Sidelink Positioning services and obtaining the location information.
*************** End of the Change ****************
